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July 27, 2023

SEC Adopts New Rules on Cybersecurity Risk
Management and Disclosure
 

On July 26, 2023, the Securities and Exchange Commission ("SEC"),
the U.S. securities regulator, adopted new final rules on cybersecurity
management, governance and incident disclosure reporting by public
companies. The new rules, which affect all public reporting companies
("Registrants"), can be found Here.

The new rules:

Introduce new Item 1.05 to Form 8-K to require reporting of any
cybersecurity incident the Registrant deems material, including
nature, timing and scope of the incident, as well as impact or
likely impact, generally within 4 days of the Registrant's
determination of the incident's materiality, which must be done
without unreasonable delay. Reporting obligations may be
delayed or, ultimately, exempted, if the U.S. Attorney General
determines and notifies the SEC that immediate disclosure
would threaten national security or public safety.

Introduce new Item 106 to Regulation S-K to require Registrants
to disclose their processes, if any, for assessing, identifying and
managing material risks from cybersecurity threats or prior
incidents. Item 106 also requires disclosure of Registrant's board
of directors oversight and management's role and expertise.
Reg. S-K, which parallels Reg. S-X for financial statement
reporting, sets forth the non-financial information that must be
furnished in both 1934 Exchange Act periodic reports like Form
10-K, 10-Q and 8-K, proxy statements and tender offers and
1933 Securities Act registration statements like Form S-1, used
for IPOs.

https://www.sec.gov/rules/final/2023/33-11216.pdf


7/27/23, 11:46 AM Constant Contact

https://app.constantcontact.com/pages/campaigns/email#/edit/activity/87834220-202b-4d93-9992-15acb534187b 2/3

Amend Form 6-K to require foreign private issuers to report
material cybersecurity incidents that they make public or are
required to make public in any other jurisdiction. Form 20-F will
be amended to require foreign private issuers to make periodic
cybersecurity threat disclosures comparable to those of new
Reg. S-K, Item 106.

 The final rules become effective 30 days following publication in the
Federal Register. New Item 106, Reg. S-K compliance is required of
all Registrants beginning with fiscal years ending on or after
December 15, 2023. New Item 1.05, Form 8-K and amended Form 6-
K compliance is required of all Registrants other than smaller
reporting companies on the later of 90 days after Federal Register
publication or December 18, 2023. Smaller reporting companies are
granted an additional 180 days and must comply with Item 1.05 on
the later of 270 days from the rules' effective date or June 15, 2024.
The disclosures must be made in Inline eXtensible Business
Reporting Language, or XBRL, beginning one year after initial
compliance.

Owen D. Kurtin

 For additional information or for information on our professional services,
please visit our website at the link below and contact us at info@kurtinlaw.com
or +1.212.554.3373.

Kurtin PLLC, a New York City-based law firm, focuses on corporate, commercial and
regulatory representation in the Biotechnology & Life Sciences, Communications & Media,

Information Technologies, Blockchain & Internet, Satellites & Space and Venture Capital &
Private Equity sectors. Since our founding in 2008, we have represented clients in over
forty countries on six continents and across the United States on transactional and
dispute resolution matters. Among our key values, none rank higher than creative and
individualized solutions to business issues, absolute client discretion and unsurpassed
responsiveness.
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 The materials contained in this message and website pages, whitepapers, advisories and other items
directly linked to it have been prepared for general informational purposes only and should not be
construed or relied upon as legal advice or a legal opinion on any specific facts and circumstances. The
publication and dissemination, including on-line, of these materials and receipt, review, response to or
other use of them does not create or constitute an attorney-client relationship.

To ensure compliance with requirements imposed by the Internal Revenue Service, we inform you that
any tax advice contained in this communication (including any attachments) was not intended or written
to be used, and cannot be used, for the purpose of (i) avoiding tax-related penalties under the Internal
Revenue Code or (ii) promoting, marketing or recommending to another party any tax-related matter(s)
addressed herein.

These materials may contain attorney advertising. Prior results do not guarantee a similar outcome.
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